
Curriculum Map - Computing
Curriculum Area: Computing

Curriculum Intent:
Computing at Hilldene Primary School intends to develop ‘thinkers of the future’ through a modern, ambitious and relevant education in computing. We
want to equip pupils to use computational thinking and creativity that will enable them to become active participants in the digital world. It is important to us
that the children understand how to use the ever-changing technology to express themselves, as tools for learning and as a means to drive their generation
forward into the future.
Whilst ensuring they understand the advantages and disadvantages associated with online experiences, we want children to develop as respectful,
responsible and confident users of technology, aware of measures that can be taken to keep themselves and others safe online.
Our computing curriculum is designed to balance acquiring a broad and deep knowledge alongside opportunities to apply skills in various digital contexts;
discreetly in computing lessons but also in a wider context including other curriculum areas.

EYFS Autumn 1 Autumn 2 Spring 1 Spring 2 Summer 1 Summer 2

NURSERY
UNITS

Barefoot Computing-
Awesome Autumn- Leaf
Labyrinth/Garlands Galore

Barefoot Computing-
Awesome Autumn- Pumpkin
Soup

Barefoot Computing- Winter
Warmers- Feed the
Birds/Lets make an Igloo!

Barefoot Computing-
Springtime- Seed
sequencing

Barefoot Computing-
Summer Fun-
Journeys/Colour
Connections

Barefoot Computing-
Summer Fun- Seaside
Tangrams

SKILLS *Use positional language to
give directions.
*Plan a sequence of
directions.
*Develop critical thinking.
*Recognise patterns in a
sequence and continue it.
*Spot mistakes in patterns
and fix them (debugging)

*Sequence images correctly.
*Follow a pictorial recipe.

*Sequence images correctly.
*Follow pictorial instructions.
*Review and evaluate a
design.
*Logical reasoning -
predicting & explaining.
*Collaboration
*Perseverance

*Sequence images correctly.
*Follow pictorial instructions.

*Use positional language.
*Develop critical thinking.
*Logical reasoning -
predicting & explaining.
*To collect, organise and
group objects.
*Explain similarities and
differences.

*Use positional language.
*Create a tangram picture.
*Develop critical thinking.
*Tinkering - evaluating a
picture and fixing it
(debugging)

KNOWLEDGE To understand how to create
a maze, describe the
positions of objects and
routes to them.
To recognise a pattern,
continue and fix them.

To understand a sequence
needs to ‘make sense’ to
complete a task correctly.

To know a sequence needs
to ‘make sense’ to complete
a task correctly.

To know a sequence needs
to ‘make sense’ to complete
a task correctly.

To understand how to create
a map and describe a
journey.
To know how to describe
and group objects.

To know the names of 2D
shapes.
To know a tangram consists
of 2D shapes that can be
used to make other shapes
and pictures.

VOCABULARY Left, right, next to, in front of,
behind, beside, forward,
backward, pattern, sequence,
mistake

Order, sequence, correct,
image, picture, instructions,
recipe

Order, sequence, correct,
image, picture, instructions,
algorithm, fix, improve

Order, sequence, correct,
image, picture, instructions,
algorithm, fix, improve

Left, right, next to, in front of,
behind, beside,
Collect, organise, group, sort,
explain, reason.

Square, triangle,
parallelogram, turn, rotate,
explain, fix, improve, debug
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RECEPTION
UNITS

To explore voice
recording technology.

Barefoot Computing -
Rabbit Run
To explore
programmable toys.

Operating the listening
centre
Safer Internet Day -
Chicken Clicken

Barefoot Computing -
Busy Bodies
Exploring photography
using a range of
devices.

To create a piece of
music using
technology.

To search the
internet for an image to
use for a purpose

SKILLS *To use voice/sound
recording software on a
variety of equipment.
*To edit, delete and
record audio.

*To use algorithms -
give and follow
instructions.
*Perseverance
*Collaboration

*To use audio
equipment to listen to
stories,songs, music
etc.
*To know how to keep
safe when online.

*To use algorithms -
follow instructions.
*Decomposition
*Debugging
*To take pictures using
cameras/ipads
*To edit, delete and
share pictures.

*To use voice/sound
recording software on a
variety of equipment.
*To record, edit, delete
and share audio.
*To be able to review
and evaluate
recordings.

*To know how to keep
safe when online.
*To use a search
engine for a purpose.
*To review and
evaluate images for a
purpose.

KNOWLEDGE To know technology
can be used to record
audio.

To know they can
collaborate with others
to solve a problem.
To know an input
results in a given
output.

To know technology
can be used to listen to
audio.

To know a sequence of
instructions is an
algorithm.
To know that fixing
mistakes is debugging.

To know technology
can be used to create
music.

To know technology
can be used to search
for images.
To understand you
need permission to use
an image found online.

VOCABULARY
Record, listen, play,
stop, repeat, voice,
music, audio.

Instructions, grid,
forwards, backwards,
turn, left, right,
algorithm, clear, go,
stop, input, output

Stop, play, eject, insert,
pause, volume, listen,
headphone, wire,
music, story, audio.

Instructions, algorithm,
debugging.
Photograph, picture,
camera, gallery,
portrait, landscape,
focus, zoom, subject,

Play, tune, pitch,
dynamic, pulse, tempo,
feelings, perform,
record,

App, search, internet
safety, type, image,
save, gallery, open,
permission, licence.
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Year 1 Year 2 Year 3 Year 4 Year 5 Year 6

Unit: 1.1, 1.2, 1.5 Unit: 2.1, 2.2 Unit: 3.1, 3.2 Unit: 4.1, 4.2, 4.6 Unit: 5.1, 5.3, 5.6 Unit: 6.1, 6.2, 6.6

KS1

Understand
what
algorithms are;
how they are
implemented
as programs
on digital
devices; and
that programs
execute by
following
precise and
unambiguous
instructions

KS1
Create and
debug simple
programs

KS2

Design, write
and debug
programs that
accomplish
specific goals,
including
controlling or
simulating
physical
systems; solve
problems by

Skills taught:
Unit 1.1
*To give other pupils
instructions to move
around a large space.
*To create a program
to move a robot to a
particular location.
*To debug a robot
program.
(Robot/Bee bot)

Unit 1.2
*To create a recipe
with clear steps.
*To be able to change
the steps in their
recipe to improve it.
*To film a video,
keeping the camera
still and steady.
*To record and edit a
commentary.

Unit 1.5
*To record
good-quality audio on
the iPad.
*To re-record
unsatisfactory audio.
*To program a
repeating sequence of
sounds in ScratchJr.
* To create an effective
percussion sequence.
*To record music using
virtual instruments.

Skills taught:
Unit 2.1
*Plan a sequence of
instructions to move
sprites.
*Create multiple
sequences of move
instructions.
*Add instructions to
display a sequence of
texts.
*Use different events
to launch code.
*Create costumes for
multiple sprites.
*Create, test and
debug programs for
sprites.
*To work with input
and output in Scratch.
*To use repetition in
their program designs.

Unit 2.2
*Observe and describe
carefully what
happens in computer
games.
*To use logical
reasoning to make
predictions of what a
program will do and
test these.
*Think critically about
computer games.
*To create sequences
of instructions for a

Skills taught:
Unit 3.1
*To plan and an
algorithm for an
animated scene, in the
form of a storyboard..
*To write a program in
Scratch to create the
animation, including
characters, dialogue,
costumes, backdrops
and sound.
*To review their
animation programs
and correct mistakes.

Unit 3.2
*Develop a number of
strategies for finding
errors in programs
*Build up resilience
and strategies for
problem solving.
*To recognise a
number of common
types of bugs in
software, including;
‘off-by-one’ errors in
loops, the
performance of the
circle drawing
program, the dialogue
in the joke program to
work in sequence and
the speed variable and
other factors in the
racing car simulator.

Skills taught:
Unit 4.1
*Design their own
algorithm.
*Use a repeat block
correctly.
*Use variables.
*Keep track of random
numbers and the
score.
*Integrate sound into
their game.
*To start to debug
computer programs.
*To recognise the
importance of user
interface design,
including consideration
of input and output.
*Correct mistakes in
their game.

Unit 4.2
*To program using the
MakeCode block
based environment
*To test and debug
programs they write,
using an on-screen
simulator and the
micro:bit
*Convert and transfer
a program written on
screen to the micro:bit.

Unit 4.6
*Identify the criteria for

Skills taught:
Unit 5.1
*Create music for use
in their game.
*Use selection and
repetition in their
game.
*Correct errors in their
game.
*Improve their game
on the basis of
feedback.
*Add instructions to
their game.

Unit 5.3
*To use a simple CAD
tool
* To develop spatial
awareness by
exploring and
experimenting with a
3-D virtual
environment
*To develop greater
aesthetic awareness.
*To identify common
characteristics of art
galleries using the
web.
*To create complex,
compound objects
using SketchUp
*To apply appropriate
finishes to surfaces in
SketchUp
*To create a narrated

Skills taught:
Unit 6.1
*To program the
micro:bit to control
their toy.
*To decompose the
toy project into a
number of stages.
*To identify problems
with their toy.
*To identify bugs in
their program.
*To use criteria to
provide others with
feedback on their
work.

Unit 6.2
*To develop the ability
to reason logically
about algorithms.

Unit 6.6
*To train a machine
learning decision tree
classifier.
*To use speech
recognition in their
own programs.
*To explain the role of
input nodes. *To
use a text classifier in
their own programs.
*To debate some
ethical implications of
AI.
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decomposing
them into
smaller parts.

KS2

Use
sequence,
selection and
repetition in
programs;
work with
variables and
various forms
of input and
output.

*To view the piano roll
representation of
music.

virtual robot to solve a
problem.
*Work out strategies
for playing a game
well.

an effective blog post.
*To be able to create a
sequence of blog
posts on a theme.
*To add their own
original image, audio
or video to a blog post.
*To comment on the
posts of others.
* To develop a critical,
reflective view of a
range of media,
including text.

walkthrough of their
gallery.

Unit 5.6
*To explore real-world
and imagined
locations in VR.
*To create 360°
photosphere images.
*To link physical
objects to digital
content using QR
codes.
*To create their own
VR scene.
*To program objects
and interactions in VR.

Knowledge taught:
Unit 1.1
*To understand input,
program and output
in the context of a
robot.

Unit 1.2
*To understand a
recipe needs simple,
clear steps (an
algorithm).
*To recognise the
different features of a
video camera.

Unit 1.5
*To understand how
audio is recorded on a
digital device.
*To understand what a
repeating percussion
pattern is and create

Knowledge taught:
Unit 2.1
*To understand an
algorithm as a set of
instructions.
*To understand how
repetition works in a
program.

Unit 2.2
*To understand an
algorithm as a set of
instructions.
*To understand how to
use games safely and
in balance with other
activities.

Knowledge taught:
Unit 3.1
*To understand an
algorithm is a set of
precise instructions
designed to achieve
objective or outcome.
*Understand how their
storyboard sets out the
action and dialogue for
their program.

Unit 3.2
*To understand a
number of common
types of bugs in
software.
*Increase their
knowledge and
understanding of
Scratch.
*To understand we
need resilience and

Knowledge taught:
Unit 4.1
*Understand what
input and output
mean.
*Understand the term
variables.
*To understand how to
use selection and
repetition.
*Recognise the
importance of user
interface design.

Unit 4.2
*Know and understand
the input – process –
output model of
computation
*Know about the
inputs and outputs
available on a BBC
micro:bit

Knowledge taught:
Unit 5.1
*To understand a
computer game uses
sequence, selection,
repetition and
variables.
*To understand
debugging is the
process of detecting
and correcting errors.
*To understand
iterative development
techniques.

Unit 5.3
*To understand the
work of architects,
designers and
engineers working in
3-D.

Unit 5.6

Knowledge taught:
Unit 6.1
*To know computers
use stored programs
to connect input to
output

Unit 6.2
*To understand that
some algorithms are
more efficient than
others for the same
problem.
*To understand
common algorithms for
searching and sorting
a list.
*To understand how
some key algorithms
can be expressed as
programs.

Unit 6.6
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their own.
*To know how to
evaluate an audio
recording.
.

strategies for problem
solving.

*Know how to convert
and transfer a program
written on screen to
the micro:bit.

Unit 4.6
*To understand that
blogs are a medium
and a genre of writing.
*To understand that
blog posts are stored
as HTML.
*To understand how to
comment respectfully.
*To appreciate what
constitutes acceptable
and unacceptable
behaviour when
commenting
*To understand when
to report concerns
about posts or
comments on blogs.

*To understand that
Google Street View
and CoSpaces can be
used to explore and
create virtual reality
(VR) and augmented
reality (AR) content of
their own.

*To understand how
decision trees can be
trained automatically
to classify data.
*To understand how
speech recognition
works.
*To understand how a
neural net recognises
images.
*To understand some
of the ethical principles
in designing AI
systems.

Key vocabulary taught:
Unit 1.1
Input, output,
algorithm, robot,
program, bug,
debug, computer,
logical reasoning

Unit 1.2
Abstraction, audio,
decomposition, edit,
frame, narration,
pattern, storyboard,
video camera.

Unit 1.5
Audio, digital,

Key vocabulary taught:
Unit 2.1
Abstraction, algorithm,
bug, code, event,
input, output, parallel
processing,
repetition, program,
scratch, sprite,
background.

Unit 2.2
Abstraction, Algorithm,
Computational
thinking, Input,
Output, Parallel
processing, Pattern
recognition, Remix,

Key vocabulary taught:
Unit 3.1
Algorithm, storyboard,
program, Scratch,
abstraction, bug, code,
debug, decomposition,
event, iterative
development, parallel
processing, output,
repetition, sequence,
sprite, background.

Unit 3.2
Abstraction,
Algorithm, Bug,
Code, Debug, Event,
Input, Logical

Key vocabulary taught:
Unit 4.1
Input, output, repeat
loop, repetition,
algorithm, bug, debug,
programme,
sequence, sprite,
Scratch, variables

Unit 4.2
Accelerometer,
Algorithm, Bluetooth,
If/else if/else,
JavaScript, LED,
MakeCode, micro:bit,
Object code,
Runtime, Simulator,

Key vocabulary taught:
Unit 5.1
Algorithm,
background, bug,
debug, code, iterative
development, logical
reasoning,
programme, Scratch,
sprite

Unit 5.3
Computer-aided
design (CAD)
Creative Commons,
Photorealistic
Render

Key vocabulary taught:
Unit 6.1
Input, output, system,
interactive, micro:bit,
decompose, LED

Unit 6.2
Algorithms,
searching, sorting,
linear, binary,
quicksort, selection
sort.

Unit 6.6
Artificial intelligence,
Classifier, Decision
tree, Image
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message, MIDI,
microphone,piano
roll, repetition,
sample, sequencer,
speaker, sprite,
track, virtual

Repetition, Scratch,
Source code, Sprite.

reasoning, Output,
Parallel processing,
Program, Repetition,
Scratch, Sequence,
Variable

Source code, Variable

Unit 4.6
Creative Commons,
Hyperlinks,
Hypertext mark-up
language (HTML),
Uniform Resource
Locator (URL), Web
server

Unit 5.6
Accelerometer,
Augmented reality
(AR), Global
positioning system
(GPS), Google
Cardboard,
Photosphere, QR
Code, Share Code,
Stereographic,
Virtual reality (VR)

recognition, Label,
Layer, Machine
learning, Model,
Natural language
processing, Neural
network, Node,
Sentiment analysis,
Spectrogram,
Speech recognition,
Test data, Training
data, Watson

KS2
Use
sequence,
selection and
repetition in
programs;
work with
variables and
various forms
of input and
output.

Year 1 Year 2 Year 3 Year 4 Year 5 Year 6

Unit Outcome:3.1, 3.2 Unit Outcome: 4.1,
4.2, 4.3, 4.5, 4.6

Unit Outcome: 5.1, 5.6 Unit Outcome: 6.1, 6.2

Skills taught:
SEE PREVIOUS

UNITS

Skills taught:
SEE ABOVE UNITS
4.3 & 4.5 BELOW

Skills taught:
SEE PREVIOUS

UNITS

Skills taught:
SEE PREVIOUS

UNITS

Knowledge taught:
SEE PREVIOUS

UNITS

Knowledge taught:
SEE ABOVE UNITS
4.3 & 4.5 BELOW

Knowledge taught:
SEE PREVIOUS

UNITS

Knowledge taught:
SEE PREVIOUS

UNITS

Key vocabulary taught:
SEE PREVIOUS

UNITS

Key vocabulary taught:
SEE ABOVE UNITS
4.3 & 4.5 BELOW

Key vocabulary taught:
SEE PREVIOUS

UNITS

Key vocabulary taught:
SEE PREVIOUS

UNITS

KS1
Use logical
reasoning to
predict the
behaviour of
simple
programs.

KS2
Use logical
reasoning to

Year 1 Year 2 Year 3 Year 4 Year 5 Year 6

Unit Outcome:1.1 Unit Outcome: 2.1, 2.2 Unit Outcome: 3.1, 3.2 Unit Outcome:4.1, 4.6 Unit Outcome: 5.1, 5.2 Unit Outcome:6.1, 6.2

Skills taught:
Unit 1.1
SEE ABOVE

Skills taught:
Unit 2.1
SEE ABOVE

Unit 2.2
SEE ABOVE

Skills taught:
Unit 3.1
SEE ABOVE

Unit 3.2
SEE ABOVE

Skills taught:
Unit 4.1
SEE ABOVE

Unit 4.6
SEE ABOVE

Skills taught:
Unit 5.1
SEE ABOVE

Unit 5.2
SEE BELOW

Skills taught:
Unit 6.1
SEE ABOVE

Unit 6.2
SEE ABOVE
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explain how
some simple
algorithms
work and
detect and
correct errors
in algorithms
and simple
programs.

Knowledge taught:
Unit 1.1
SEE ABOVE

Knowledge taught:
Unit 2.1
SEE ABOVE

Unit 2.2
SEE ABOVE

Knowledge taught:
Unit 3.1
SEE ABOVE

Unit 3.2
SEE ABOVE

Knowledge taught:
Unit 4.1
SEE ABOVE

Unit 4.6
SEE ABOVE

Knowledge taught:
Unit 5.1
SEE ABOVE

Unit 5.2
SEE BELOW

Knowledge taught:
Unit 6.1
SEE ABOVE

Unit 6.2
SEE ABOVE

Key vocabulary taught:
Unit 1.1
SEE ABOVE

Key vocabulary taught:
Unit 2.1
SEE ABOVE

Unit 2.2
SEE ABOVE

Key vocabulary taught:
Unit 3.1
SEE ABOVE

Unit 3.2
SEE ABOVE

Key vocabulary taught:
Unit 4.1
SEE ABOVE

Unit 4.6
SEE ABOVE

Key vocabulary taught:
Unit 5.1
SEE ABOVE

Unit 5.2
SEE BELOW

Key vocabulary taught:
Unit 6.1
SEE ABOVE

Unit 6.2
SEE ABOVE

KS2
Understand
computer
networks
including the
internet; how
they can
provide
multiple
services, such
as the world
wide web; and
the
opportunities
they offer for
communication
and
collaboration.

Year 3 Year 4 Year 5 Year 6

Unit Outcome:3.5, 3.6 Unit Outcome: 4.4 Unit Outcome: 5.2, 5.4 Unit Outcome: 6.3, 6.4

Skills taught:
Unit 3.5
*To identify the
sources used in their
research.
*To evaluate an article
for trustworthiness
*To edit other people’s
content on Wikipedia.
*To develop
proofreading skills.

Unit 3.6
*To be able to critique
survey forms and
presentations.
*To be able to move
information between
different applications.
*To be able to analyse
the data collected.

Skills taught:
Unit 4.4
*To create a sequence
of blog posts on a
theme.
*To incorporate
images, audio or
videos to a blog post.
*To comment on the
posts of others
*To develop a critical,
reflective view of a
range of media,
including text.

Skills taught:
Unit 5.2
*send and receive
messages using
Morse and semaphore
beyond line-of-sight
*decrypt messages
using the Caesar
cipher with an
unknown key
*recognise the
importance of using
complex passwords
*understand how to
check if a web page is
encrypted.

Unit 5.4
*To know how to add
content to a web page.
*To recognise the
importance of links for

Skills taught:
Unit 6.3
*To use collaborative
software to plan and
create content for their
pages.
*To word-process text
quickly and to a good
standard
*To pay attention to
principles of good
design when designing
and creating pages or
spreads.
*To provide
constructive, critical
feedback to others.
*To identify the best
printing option.
Unit 6.4
*To recognise the
importance of respect
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the web
*To edit the HTML for
a web page.
*To be able to
create a web page that
includes images.
*To be able to explain
the parts of a URL.

and tolerance in online
discussions.
*To explain how
search results are
selected and ranked.
*To write a post on a
given topic, justifying
their argument.
*To respond to points
made in others’ posts.
*To evaluate the
credibility of a source.

Knowledge taught:
Unit 3.5
*To understand the
conventions for
collaborative online
work, particularly in
wikis.
*To be aware of their
responsibilities when
editing other people’s
work.
*To become familiar
with Wikipedia,
including potential
problems associated
with its use.

Unit 3.6
*To understand how
the Internet has
allowed them to work
collaboratively on a
number of different
documents.

Knowledge taught:
Unit 4.4
*To understand blogs
as a medium and a
genre of writing.
*To understand how to
use blogs safely and
responsibly.
*To understand how
the Internet makes
blogging possible.

Knowledge taught:
Unit 5.2
*To understand that
semaphore and Morse
code are types of
communication.
*To understand the
need for private
information to be
encrypted.
* To understand the
need to use complex
passwords and to
keep them secure.
*To have some
understanding of how
encryption works on
the Internet.

Unit 5.4
*To know the name
and function of
components making
up the school’s
network.
*To know how
information is passed
between the

Knowledge taught:
Unit 6.3
*To understand how to
produce a class
yearbook or a school
magazine using
desktop publishing
tools.
*To know how to
source, write, edit and
combine images and
text from a range of
sources.

Unit 6.4
*To know appropriate
rules or guidelines for
a civil online
discussion.
*To know how search
results are selected
and ranked.
*To know how to argue
their point effectively,
supporting their views
with sources.
*To know how to
counter someone
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components that make
up the Internet.
*To know what the
source code for a web
page looks like and
how it can be edited.
*To know how a
website can be
structured.

else’s argument while
showing respect and
tolerance.
*To know how to judge
the reliability of an
online source.
*To know strategies for
dealing with online
bullying.

Key vocabulary taught:
Unit 3.5
Algorithm, Creative
Commons, Debug,
Five pillars,
Hyperlinks,
Hypertext mark-up
language (HTML),
Wikipedia

Unit 3.6
Data, Data centre,
Internet Data
protection,
Digital footprint,
Filter (database),
Personal
information, Survey

Key vocabulary taught:
Unit 4.4
Creative Commons,
Hyperlinks, Hypertext
mark-up language
(HTML), Uniform
Resource Locator
(URL).

Key vocabulary taught:
Unit 5.2
Cipher, codes,
cryptography,
decrypt, encode,
encrypt, message,
Morse Code,
Semaphore, transmit

Unit 5.4
Creative Commons,
Hyperlinks, Hypertext
mark-up language
(HTML), Hypertext
transfer protocol
(HTTP), Internet,
Internet Protocol (IP)
addresses, Network
switch, Packets of
data, Protocol, Tag,
Uniform Resource
Locator (URL), Web
browser, World Wide
Web

Key vocabulary taught:
Unit 6.3
Creative Commons,
Desktop publishing
(DTP), eBook, ePub,
Folder, Image,
Portable document
format (PDF)

Unit 6.4
Anchor tag bias,
Blog, Fake news,
Hyperlink, Neutral
point of view, Online
bullying
(cyberbullying),
Plausible, Reliable,
Social media,
Source.
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KS1
Use
technology
purposefully to
create,
organise,
store,
manipulate
and retrieve
digital content.

KS2
Select, use
and combine a
variety of
software
(including
Internet
services) on a
range of
devices to
design and
create a range
of programs,
systems and
content that
accomplish
given goals,
including
collecting,
analysing,
evaluating and
presenting
data and
information

Year 1 Year 2 Year 3 Year 4 Year 5 Year 6

Unit Outcome: 1.2,
1.3, 1.4, 1.5, 1.6

Unit Outcome: 2.3,
2.4, 2.5, 2.6

Unit Outcome: 3.3,
3.4, 3.6

Unit Outcome: 4.3,
4.4, 4.5, 4.6

Unit Outcome: 5.3,
5.4, 5.5, 5.6

Unit Outcome: 6.3,
6.5, 6.6

Skills taught:
Unit 1.2
SEE ABOVE

Unit 1.3
*Create blocks of
colour with
well-defined edges.
*Use the undo tool to
correct mistakes
*Draw on screen using
a variety of strokes.
*Create an image
made of multiple
layers.
*Choose colours
appropriately to add to
a photograph.
*Create images made
up of lines.

Unit 1.4
*To know what to
include in their ebook
depending on their
intended audience.
*To know what a
commentary adds to
their ebook.
*To know how to
choose quality images.
*To know what to do if
they saw inappropriate
images when
searching online.

Skills taught:
Unit 2.3
*To review the
technical merits of
others' photos
*Take focused, sharp
photos using the iPad
*Crop and straighten
digital photo
*Apply selective
adjustments to part of
an image.

Unit 2.4
*To organise questions
on a mind map.
*Cite the sources of
the information they
include.
*Find information
using a
general-purpose
search engine.
*Add appropriate
images to a
presentation.
*Present their findings
to an audience.

Unit 2.5
*To use storyboards to
plan an animation.
*To create their own
original characters,
props and
backgrounds for an

Skills taught:
Unit 3.3
*Develop their
web-based research
skills.
*To structure, prepare
and deliver a talk
about a given topic or
subtopic studied in
another curriculum
area.
*To record a piece to
camera.
*To edit a movie using
static images and
green screen footage.
*To give constructive,
critical feedback on
recorded
presentations.

Unit 3.4
*Plan the structure of a
presentation.
*Create a number of
structured
presentations.
*Create a narrated
presentation.

Unit 3.6
SEE ABOVE

Skills taught:
Unit 4.3
*To create a repeating
percussion rhythm.
*To play music using
virtual instruments.
*To compose or edit
tunes using the piano
roll (pitch and
duration) tool
*To play a piece of
music using
pre-recorded and their
own live loops.
*To combine two or
more tracks.
*To give feedback to
others on their
compositions and
performances.

Unit 4.4
SEE ABOVE

Unit 4.5
*Create a tessellating
pattern.
*Write a program to
draw a simple shape.
*Create a pattern
using overlapping
shapes.
*Create a pattern
using repeating, varied
shapes.

Skills taught:
Unit 5.3
SEE ABOVE

Unit 5.4
SEE ABOVE

Unit 5.5
*Plan a non-linear
presentation.
*To create text as part
of a presentation.
*To add and edit
images in a
presentation.
*To create links
(hyperlinks) between
the slides of a
presentation.
*To record and add
audio narration to a
presentation.
*Use commenting
tools to give feedback
on a presentation.

Unit 5.6
SEE ABOVE

Skills taught:
Unit 6.3
SEE ABOVE

Unit 6.5
*Identify
characteristics of
effective adverts.
*Create a storyboard
to plan their video.
*Shoot video footage.
*Use search tools to
find media.
*Import video footage
and media into editing
software.
*Export a completed
advert.

Unit 6.6
SEE ABOVE

10
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Unt 1.5
*To record
good-quality audio on
the iPad.
*To re-record
unsatisfactory audio.
*To program a
repeating sequence of
sounds in ScratchJr.
* To create an effective
percussion sequence.
*To record music using
virtual instruments.
*To view the piano roll
representation of
music.

Unit 1.6
*To ask questions
efficiently to identify
groups and
individuals.
*Organise records into
groups and
subgroups.
*Create a tree to
organise data.
*Begin to apply
multiple filters to a
table.

animation.
*To film, review and
edit a stop-motion
animation.
*To record audio to
accompany their
animation.
*To provide
constructively critical
feedback to their
peers.

Unit 2.6
*To take, edit and
enhance digital
photographs.
*To collect data using
tick or tally charts.
*To add data to a tally
chart.
*To create charts to
show the data
collected..
*To sort and classify a
group of items by
answering questions.
*To use Google
Sheets or Microsoft
Excel to produce basic
charts.
*To record information
on a digital map.
*To summarise what
they have learned in a
presentation.

*Give and receive
feedback.

Unit 4.6
SEE ABOVE

Knowledge taught:
Unit 1.2
SEE ABOVE

Unit 1.3

Knowledge taught:
Unit 2.3
*To know how to
consider the technical
and artistic merits of

Knowledge taught:
Unit 3.3
*To understand how to
research and take
notes.

Knowledge taught:
Unit 4.3
*To understand how
GarageBand works.
*To understand how to

Knowledge taught:
Unit 5.3
SEE ABOVE

Unit 5.4

Knowledge taught:
Unit 6.3
SEE ABOVE

Unit 6.5

11
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*Know how to select
and set brushes and
colours.
*Know how to
create/layer their art
and to paint on top of
photographs.

Unit 1.4
*To know how to plan
a small multimedia
eBook.
*To know that we must
respect other people’s
copyright.

Unit 1.5
*To understand how
audio is recorded on a
digital device.
*To understand what a
repeating percussion
pattern is and create
their own.
*To know how to
evaluate an audio
recording.

Unit 1.6
*To understand the
relationship between
entering data in a form
and a table of records
with fields.
* Understand how data
can be organised into
groups and
subgroups.
*Understand how data
can be structured as a
tree or organised into

photographs.
*Know how to use the
iPad camera app to
take digital
photographs.

Unit 2.4
*Know how to retrieve
digital content from the
Internet for a particular
purpose *Know mind
mapping helps to
organise their
questions and
answers about a topic
*Know they can use
presentation software
to present their
findings to an
audience.

Unit 2.5
*To understand how
animation works.
*To know how to use
storyboards to plan an
animation.
*To understand how to
provide constructive,
critical feedback to
their peers.

Unit 2.6
*To understand how to
record and identify the
bugs they find.
*To understand how
data can be collected
and recorded on a
spreadsheet.
*To understand how to

*To understand how to
prepare and deliver a
talk about a given
topic studied in
another curriculum
area.
*To understand how to
give constructive,
critical feedback on
recorded
presentations.

Unit 3.4
*Understand what is
meant by personal
information.
*Understand how
there are issues of
trust and privacy when
sharing information.

Unit 3.6
SEE ABOVE

create a composition.
*To understand how to
give critical feedback
for a performance.

Unit 4.4
SEE ABOVE

Unit 4.5
*To develop an
appreciation of the
links between
geometry and art.
*To understand how a
vector graphics
program works.
*To develop an
understanding of turtle
graphics.
*To develop some
awareness of
computer-generated
art.

Unit 4.6
SEE ABOVE

SEE ABOVE

Unit 5.5
*To understand how
an interactive,
nonlinear adventure
game works with the
player choosing their
path.
*To understand how
interlinked slides in a
presentation can be
joined using
hyperlinks.

Unit 5.6
SEE ABOVE

*Understand how
video is used to
promote a cause.
*Understand how a
storyboard is used to
plan an effective
advert for a cause.
*Understand how we
can work
collaboratively to shoot
original footage and
source additional
content.
*Understand that we
must acknowledge
intellectual property
rights.

Unit 6.6
SEE ABOVE
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a table.
*Understand how data
in a table can be
filtered and searched.

use data to create
charts.

Key vocabulary taught:
Unit 1.2
SEE ABOVE

Unit 1.3
Analogue, bitmap,
digital, effect, layer,
pixel, stylus,
transform, undo,
zoom.

Unit 1.4
Audio, clip art,
creative commons,
eBook, filter, font,
images, multimedia,
safe search, speech
synthesis, voice
dictation.

Unit 1.5
Audio, digital,
message, MIDI,
microphone, piano
roll, repetition,
sample, sequencer,
speaker, sprite,
track, virtual.

Unit 1.6
Database, dataset,
field, filter, form,
record, sort, table,
tree, leaf.

Key vocabulary taught:
Unit 2.3
Adjustment, Camera
roll, Colour value,
Crop, Filter, iCloud,
JPEG, Pixel, Rule of
thirds, Sensor

Unit 2.4
Bing, Creative
Commons,
DuckDuckGo, Filter,
Google, Google
custom search, Mind
map, Presentation,
Safe search, Search
engine, Wikipedia.

Unit 2.5
Animation,
Background,
Character, Flipbook
animation, Frame,
Media assets,
Onion-skinning,
Prop, Soundtrack,
Stage, Stop-motion,
Storyboard.

Unit 2.6
Binary, Binary tree,
Branching database,
Classification key,
Data, Database,
Geolocation data,
Global Position

Key vocabulary taught:
Unit 3.3
Camera roll, Colour
value, Creative
Commons, Green
screen, ‘Ken Burns
effect, Pixel,
Resolution, Rushes,
Search engine.

Unit 3.4
Comments, Creative
Commons, Data
centre, Outline,
Personal information

Unit 3.6
SEE ABOVE

Key vocabulary taught:
Unit 4.3
Beat sequencer, Live
loops, MIDI: ‘Musical
Instrument Digital
Interface’, Piano roll,
Sample, Stave, Touch
instrument, Tracks,
Velocity, Voice

Unit 4.4
SEE ABOVE

Unit 4.5
Abstraction, Bitmap,
Fractal, Pixel,
Repetition, Sprite,
Tessellation,
Transform, Turtle,
Vector graphics.

Unit 4.6
SEE ABOVE

Key vocabulary taught:
Unit 5.3
SEE ABOVE

Unit 5.4
SEE ABOVE

Unit 5.5
Abstraction, Colour
value, Creative
Commons,
Hyperlink, MP3,
Pixel, Safe search.

Unit 5.6
SEE ABOVE

Key vocabulary taught:
Unit 6.3
Creative Commons,
Desktop publishing
(DTP), eBook, ePub,
Folder, Image,
Portable document
format (PDF)

Unit 6.5
Creative Commons,
Export, Final cut,
Rough cut, Rushes,
Storyboard.

Unit 6.6
SEE ABOVE
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System (GPS), Pixels,
Tally charts

KS1
Recognise
common uses
of information
technology
beyond school.

KS2
Use search
technologies
effectively,
appreciate
how results are
selected and
ranked, and be
discerning in
evaluating
digital content.

Year 1 Year 2 Year 3 Year 4 Year 5 Year 6

Unit Outcome: 1.2,
1.3, 1.4, 1.5, 1.6

Unit Outcome: 2.2,
2.3, 2.4, 2.5, 2.6

Unit Outcome: 3.5 Unit Outcome:4.3, 4.6 Unit Outcome: 5.3,
5.4, 5.5

Unit Outcome: 6.3,
6.4, 6.5

Skills taught:

See skills in previous
units.

Skills taught:

See skills in previous
units.

Skills taught:

See skills in previous
units.

Skills taught:

See skills in previous
units.

Skills taught:

See skills in previous
units.

Skills taught:

See skills in previous
units.

Knowledge taught:

See knowledge in
previous units.

Knowledge taught:

See knowledge in
previous units.

Knowledge taught:

See knowledge in
previous units.

Knowledge taught:

See knowledge in
previous units.

Knowledge taught:

See knowledge in
previous units.

Knowledge taught:

See knowledge in
previous units.

Key vocabulary taught:

See vocabulary in
previous units.

Key vocabulary taught:

See vocabulary in
previous units.

Key vocabulary taught:

See vocabulary in
previous units.

Key vocabulary taught:

See vocabulary in
previous units.

Key vocabulary taught:

See vocabulary in
previous units.

Key vocabulary taught:

See vocabulary in
previous units.

KS1
Use technology
safely and
respectfully,
keeping personal
information private;
identify
where to go for
help and support
when they have
concerns about
content or contact
on
the internet or
other online
technologies.

Year 1 Year 2 Year 3 Year 4 Year 5 Year 6

Unit Outcome: 1.4, 1.6 Unit Outcome: 2.2,
2.3, 2.4, 2.5, 2.6

Unit Outcome: 3.3,
3.4, 3.5, 3.6

Unit Outcome: 4.3, 4.4 Unit Outcome:5.2, 5.4,
5.5

Unit Outcome: 6.3,
6.4, 6.5

Skills taught:

See skills in previous
units.

Skills taught:

See skills in previous
units.

Skills taught:

See skills in previous
units.

Skills taught:

See skills in previous
units.

Skills taught:

See skills in previous
units.

Skills taught:

See skills in previous
units.

Knowledge taught:

See knowledge in

Knowledge taught:

See knowledge in

Knowledge taught:

See knowledge in

Knowledge taught:

See knowledge in

Knowledge taught:

See knowledge in

Knowledge taught:

See knowledge in
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KS2
Use technology
safely, respectfully
and responsibly;
recognise
acceptable/unacce
ptable behaviour;
identify a range of
ways to report
concerns about
content and
contact.

previous units. previous units. previous units. previous units. previous units. previous units.

Key vocabulary taught:

See vocabulary in
previous units.

Key vocabulary taught:

See vocabulary in
previous units.

Key vocabulary taught:

See vocabulary in
previous units.

Key vocabulary taught:

See vocabulary in
previous units.

Key vocabulary taught:

See vocabulary in
previous units.

Key vocabulary taught:

See vocabulary in
previous units.

ONLINE SAFETY WITHIN THE COMPUTING UNITS

Year 1 Year 2 Year 3 Year 4 Year 5 Year 6

KS1
Use technology
safely and
respectfully,
keeping
personal
information
private; identify
where to go for
help and support
when they have
concerns about
content or
contact on
the internet or
other online
technologies

KS2
Use technology
safely,
respectfully and
responsibly;
recognise
acceptable/
unacceptable
behaviour;
identify a range
of ways to report

Unit Outcomes:
Unit 1.1
Pupils use simple programmable
toys safely as well as showing
respect for the work of their
peers.
Pupils know web access is
supervised and safe practices
are encouraged.
Any filming is done with
appropriate consent and assent.
Unit 1.2
As for previous unit plus:
The importance of not sharing
videos more widely than is
appropriate is considered, as is
the need to exclude information
that might identify individuals
from video recordings. When
using the web, pupils learn to
turn off the screen (or turn over
the tablet) and tell their teacher if
they encounter material that
concerns them.
Pupils also start to learn about
copyright, recognising that they
own the copyright in their
original work and that this
cannot be published or copied
without their permission.
Unit 1.3
Pupils learn that filters should be
in place when searching for
images on the web. Parents’ or
carers’ consent is needed to
publish the children’s work
online.
Pupils learn that they should

Unit Outcomes:
Unit 2.1
Be vigilant about other apps,
including the web browser,
which pupils have access to
while using tablets and ensure
that the usual filters and
monitors for Internet access are
in place.
Unit 2.2
Pupils will be using Scratch
online in an Internet browser.
Ensure that the appropriate
filters and monitoring software is
in place. If you become aware of
pupils playing age inappropriate
games at home, you should
inform your designated
safeguarding lead, in
accordance with your school’s
safeguarding policy.
Unit 2.3
Ensure Internet filters are in
place and that Safe search is
turned on, set to strict filtering
and locked in place (check your
school policy). If pupils
encounter inappropriate
material, ensure they know what
to do (turn the screen off/turn the
tablet over and tell an adult).
Check through the sites you
suggest using keywords related
to your theme, to make sure that
nothing inappropriate is likely to
be seen. Most schools require
parental consent to take photos
of pupils and only allow them to

Unit Outcomes:
Unit 3.1
Pupils need to consider
copyright when sourcing images
for their programs and uploading
their own work to the Scratch
community site. Searching for
content for programs or viewing
others’ cartoons also offers an
opportunity to develop safe
search habits. Exploring online
animation galleries may expose
pupils to inappropriate content.
Talk about what to do if they see
something inappropriate – turn
their iPads over (or turn screens
off/close laptop lids) and tell a
teacher/adult. If the pupils
participate in the Scratch
community, they need to think
about what information they can
share and how to participate
positively in an online
community, as well as obtaining
parental permission.
Unit 3.2
Pupils could consider the
implications of bugs in software.
Participating in the Scratch
community would enable the
pupils to help others with their
projects as well as allowing them
to receive help. If pupils
participate in the Scratch
community, they need to think
about what information they can
share and how to participate
positively in an online

Unit Outcomes:
Unit 4.1
Pupils need to consider
copyright when sourcing images,
media or music for their
programs and/or uploading their
own work. Searching for content
for their programs or viewing
others’ games also offers an
opportunity to develop safe
search habits. If pupils
participate in the Scratch
community, they need to think
about what information they can
share and how to participate
positively in an online
community, as well as obtaining
parental permission.
Unit 4.2
Pupils can publish their
programs to the MakeCode
website. If they are to do so,
parental permission will be
needed. Pupils might explore the
projects uploaded by others to
the MakeCode website. They
must let an adult know if they
come across any inappropriate
content when looking at these,
although this is very unlikely.
Unit 4.3
Pupils need to think about
copyright when sourcing audio
or publishing their own
compositions. They are
encouraged to use Creative
Commons licensed content if
working with others’ audio files.

Unit Outcomes:
Unit 5.1
If using downloaded images and
sound effects, you should
respect any licence conditions
and intellectual property rights
and ensure the usual
precautions for safe searching
are in place.
Unit 5.2
One of the key messages in the
unit is the need for password
security. Pupils should
understand that they should not
share passwords with anyone
else. The unit also introduces
pupils to the use and importance
of encrypted Internet
connections. Check with your
network manager whether the
integrity of encrypted (HTTPS)
connections is observed by the
school and its service provider.
Pupils will be making use of the
Internet throughout the unit, so
the usual precautions over
online access should be in
place. If pupils upload their work
for others to see, make sure that
precautions are in place to
protect their identity, contact
details and intellectual property.
Unit 5.3
The usual precautions should be
followed when pupils are using
the Internet for their research;
this includes searching for
objects in Trimble’s online

Unit Outcomes:
Unit 6.1
The MakeCode editor is online,
so pupils will need Internet
access. Make sure that the
appropriate filters and monitors
are in place. If pupils publish
their programs to the MakeCode
website, make sure that
appropriate parental permission
is obtained first. Pupils might
explore the projects uploaded by
others to the MakeCode
website. Remind them that they
must let you know if they come
across any inappropriate content
when looking at these, even if
this is very unlikely. Help pupils
to assess the risks involved in
working with the design and
technology material and tools
used here. Remind them of the
rules that the school has for any
design and technology work,
and make sure they follow these
when working on their interactive
toys.
Unit 6.2
When using Google Maps or
other online services, make sure
that the necessary Internet
filtering and logging precautions
are in place.
Unit 6.3
Pupils may want to include
pictures of one another in their
creations. If so, explain and
follow school policy. Pupils
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concerns about
content and
contact.

provide positive, constructive
feedback to one another on their
work, establishing from an early
age the value of commenting
positively on work in digital
media.
Unit 1.4
Pupils think about how to keep
personal information private,
recognising that the extent to
which they need to protect their
privacy is determined by the
audience to which they are
exposed. If pupils are producing
individual eBooks for their own
parents/carers, they might
choose to share much more
than if the school intended to
publish the eBooks online. You
should make sure that
appropriate filters and
safeguards are in place and use
suitable search engines such as
Bing Images with safe search
and Pixabay. If pupils encounter
inappropriate content, they
should turn off their screen or
turn over their tablet, and alert
an adult. Discuss issues around
copying images without
permission – direct pupils to use
Creative Commons licences.
Unit 1.5
You can use this unit to discuss
how easily digital music can be
copied, and the need to respect
the rights of the owner of the
work and the original creator
when doing so. Monitoring and
management on the iPads
should still be adhered to. One
way this can be done is with an
MDM and Apple Classroom. If
not, there is an option called
Guided Access which stops
pupils from moving onto different
apps.
Unit 1.6
The unit provides an opportunity
to make pupils aware that they
have their data held in
databases used by the school
and to discuss some of the
issues raised by this. While
many pupils would be interested
to see the data held about them
by the school, a breach of
GDPR would occur if pupils saw
other pupils’ data. Discuss the

be stored on school devices.
Pupils should be aware of the
school’s rules, the importance of
asking permission to take photos
and respecting individuals who
do not want their photos taken or
where parental consent has not
been given. Talk to pupils about
where the photos are stored –
this may include Apple’s iCloud
Internet-connected storage, as
well as school servers and the
devices themselves. What do
they think about this?
Unit 2.4
As for previous units.
Also, encourage pupils to think
about whether the information
they read online is reliable and
to develop some strategies for
being able to check, such as
whether: the same information is
repeated in multiple places the
website shows where the
information is from it is easy to
find out who has written or
published the information.
Unit 2.5
As for previous units.
Also, if pupils upload their work
to share with a wider audience,
do so in accordance with your
school’s policy, typically
ensuring that pupils are not
shown or identified in the videos.
Ensure no copyrighted content is
included. If pupils use third-party
content in their animations, this
should be acknowledged.
Unit 2.6
Photos taken on a digital device
sometimes use GPS data to
automatically add location
information to the photos.
Explain that this is helpful for us
when adding the bug hunt
photos to a map, but that it
would be wise to remove this
information from photos of
themselves or other people,
because they should keep
personal information private. If
pupils use the Picture Insect
app, they should think about
how similar technology might be
used to identify individuals. Do
they have concerns about
automatic facial recognition?

community, as well as obtaining
parental permission. If pupils
upload screencasts of their
solutions, make sure you take
the usual precautions to protect
their identity.
Unit 3.3
Pupils should know what to do if
they encounter inappropriate
images or other content while
searching online. Pupils should
respect the intellectual property
of others. Show them how they
can restrict their search to
Creative Commons licensed
content. In filming one another,
the pupils need to ensure that
the appropriate permission has
been obtained, and that they act
respectfully and responsibly
when filming, editing and
presenting their work. The pupils
should think through the
implications of videos being
made available on the school
network or more widely via the
Internet. They should discuss
why schools and other
organisations have strict policies
over filming.
Unit 3.4
Pupils should know what to do if
they encounter inappropriate
images or other content while
searching online. Pupils should
think about what is appropriate
to share online, even when the
intended audience is well known
to them. It is important that
pupils recognise their rights not
to share information that they
consider private.
Unit 3.5
Pupils learn about Wikipedia,
considering some strategies for
evaluating the reliability of online
content as well as the rules and
processes that the Wikipedia
community has evolved. Pupils
develop a shared wiki, thinking
carefully about how to do so
safely and responsibly,
considering what conduct is
appropriate when collaborating
on a shared resource.
Unit 3.6
Pupils learn some of the legal
and ethical requirements for
designing online surveys and

There is an opportunity to
discuss how copyright relates to
music performed in school as
well as illegal downloading and
sharing of copyrighted music.
Unit 4.4
Pupils write content for their own
or a shared blog, thinking
carefully about what can be
appropriately shared online.
They consider issues of
copyright and digital footprint as
well as what constitutes
acceptable behaviour when
commenting on others’ blog
posts. Pupils also think about
the importance of creating
high-quality, online content and
become more discerning in
evaluating content as they
review others’ blogs. If the
pupils’ blogs are publicly
accessible, it is important that
any comments are moderated
by their teacher.
Unit 4.5
If pupils use Google image
search to study examples of
artists’ work, this offers an
opportunity to develop safe
search habits. Precautions over
protecting personal information
should be in place if pupils
upload work they create for
others to see, and pupils should
think about the protection of their
own copyright.
Unit 4.6
Pupils consider the importance
of obtaining and using accurate
data for any
information-processing work. If
pupils film one another, they
need to ensure appropriate
permission is obtained and that
recordings are made, edited and
shown in safe, respectful and
responsible ways. Pupils should
think carefully about the
implications of uploading their
films to the school network or to
the web.

warehouse. If pupils will be
sharing their creations online,
follow all the relevant school
policies and limit the sharing of
personal information. If using
Google Earth to locate buildings,
pupils should not share home
locations and you should check
with your school leadership team
before sharing the location of the
school. When uploading
examples of work to the virtual
gallery, respect the intellectual
property of the original artists,
acknowledging sources by
attaching virtual labels to the
work.
Unit 5.4
Pupils learn that the Internet is
resilient to attack, but that there
is no overall control of the
content or privacy for
information. It is important that
they realise that not everything
published online can be trusted.
Pupils realise that altering the
contents of web pages is
acceptable as parody, but not if
there is the deliberate intention
to deceive others. Pupils should
respect intellectual property.
Pupils will be searching for
content in Sessions 4–6. It is
important that the necessary
filters and monitors are in place,
and that pupils know what to do
if they encounter content that is
inappropriate in any way. They
should also think carefully about
whether the information they find
is trustworthy. Creating an online
safety website provides a good
opportunity to review
understanding.
Unit 5.5
Pupils search for images to add
to their presentations. Ensure
that safe search mode is locked
on and remind pupils that they
should immediately report any
content which is inappropriate or
disturbing. Remind pupils that
they should use Creative
Commons licensed images in
their presentation, and should
respect the conditions attached
to these. Pupils will be working
collaboratively on a shared
presentation and later will be

should ensure that they have
any necessary permissions to
include these photos. For
example, from the person
photographed (and perhaps their
parent/carer); the photographer;
and if the photograph was taken
on private property, the property
owner. Pupils should seek
permission to re-use any content
created by others, and ensure
this content is credited
appropriately. Content should
not reveal personal information.
Observe your school’s policy.
Unit 6.4
Pupils consider how online
debates should best be
conducted, searching the
Internet safely, using a blog to
argue a case, responding
respectfully to others, evaluating
the quality of sources and
considering how online bullying
might best be addressed. It is
important that pupils’ work is not
accessible outside the school.
Posts and responses should be
moderated. Ensure that safe
search filters, Internet filters and
monitoring software are in place.
Make sure online bullying advice
matches your school policy.
Unit 6.5
School policy may mean that
you must obtain consent from
parents/carers for video
recording. If videos are to be
published on a school YouTube
channel (or similar), ensure you
have consent from the
parents/carers of any pupils that
appear on screen. Ensure pupils
who appear in videos are not
referred to by name. If pupils
are to explore videos
themselves on YouTube, ensure
that ‘restricted mode’ is locked in
place, and use the safer
education version or other
child-friendly video platforms.
Pupils should respect the
intellectual property rights of
others. They should only include
media licensed for re-use, and
should observe any licence
terms. This is particularly
important if pupils’ videos are to
be published.
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dangers of giving personal
information on online forms,
particularly if we have no clear
idea of where this data is held
and to what purposes it might be
put. Emphasise that they should
only ever complete forms asking
for personal information with
their parents’ or carers’
permission. Google Sheets has
an online discussion tool that
pupils can use to exchange
messages. This can be disabled
by your G Suite administrator.

processing data. They also
consider what information it
would be appropriate for them to
give in an online survey, and
some implications of data
processing. Pupils can use
online tools for collaborating on
survey design and analysis,
considering how to use these
appropriately. The survey itself
could address issues of the
pupils’ attitudes to online safety.

providing online feedback to
other pupils. Establish ground
rules of respect and kindness,
and ensure that pupils’
contributions can be identified.
Unit 5.6
Remind pupils that the GPS
sensor on smartphones and
iPads automatically records
location information. If pupils
upload photospheres to Google,
ensure that any faces, number
plates or other personal
information is blurred. Such
uploads should be from a
shared, school account. Warn
pupils that they should be
careful when scanning QR
codes from unknown sources.
While the information the code
stores is just text (typically a
URL), they do not know in
advance what website it will
open. Ensure that the usual
filters and monitors are in place
while pupils are online. The
CoSpaces content is moderated,
and anything inappropriate
should be reported. Remind
pupils what they should do if
they encounter anything that
makes them uncomfortable.

Unit 6.6
Pupils must comply to terms and
conditions and not share
personal information. Smart
digital speaker equipment
typically includes an always-on
microphone and a recording of
the audio spoken is processed
using an Internet-based cloud
system. Similarly, the speech
recognition performed in voice
typing or in the Machine
Learning for Kids Scratch blocks
is performed using online,
cloud-based processing.
Teachable Machine does not
transmit images remotely, but if
the model is published for
re-use, data is stored online – if
this is intended, don't use pupils'
faces. Establish ground rules for
appropriate training and testing
phrases for ‘likebot’ sentiment
analysis. Is facial recognition
worthwhile if it helps to identify
criminals? Is it an intrusion of
privacy? Should personal data
be used to train machine
learning systems? Should this
require permission?
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